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Abstract

Al companion chatbots feel like intimate confidants but exist as part of corporate data systems. Drawing
on Communication Privacy Management (CPM) theory and Masur’s dimensional privacy framework, we interviewed users
of platforms like Replika and Character.Al (N=15) to understand their privacy decisions in Al companion interactions. We
find that anthropomorphic design lowers disclosure thresholds, encouraging increasingly intimate self-disclosure. As rela-
tionships develop, some users engage in simulated co-ownership, treating shared information as relationally held despite
recognizing corporate control. Because post-disclosure correction feels futile, privacy management becomes anticipatory
and front-loaded—users rely on distancing strategies such as using fake names rather than post-hoc deletion. For some
users, privacy turbulence centers less on fears of exposure and more on fears of losing conversational memory—a relational
reset feels more threatening than a data breach. These findings extend CPM theory by showing that in human-Al compan-
ionship contexts, relational and institutional privacy concerns become inextricably entangled.

Lay Summary

Many people now chat with Al companion apps like Replika or Character.Al as if they were close friends—sharing personal
struggles, secrets, and emotions. But Al companions are software, not people, and conversations are stored and
processed by the companies that run these platforms. This study explores how 15 regular Al companion users think about
privacy when talking to their Al. We found that the human-like design of these apps makes people feel emotionally close,
which lowers their guard and encourages them to share more personal information over time. However, users were aware
of the risks and took steps to protect themselves. They felt that deleting information was futile—rather than trying to
delete information later, they protect themselves upfront by using fake names, avoiding photos, or keeping certain topics
off-limits. Interestingly, some users worried less about their data being misused by the company and more about losing
their conversation history. Losing the Al’s memory feels like losing the relationship itself. These findings suggest that
the design of Al companions can blur the line between a trusted friend and a corporate data system—raising important
questions about how these platforms should be designed and regulated to better protect users.

Companion-based Al chatbots—like Replika or Character.Al—
actively build relationships with users through meaningful
dialogues and emotionally responsive exchanges, and can meet
social interaction needs and mitigate feelings of loneliness
(Brandtzaeg et al., 2022; Pentina et al., 2023). These human-like
chatbots are designed to look and act like friends, and exhibit
versatile emotional ranges spanning empathy, affection, hu-
mor, and nostalgia tailored to users’ preferences and disclo-
sure levels (Pentina et al., 2023). While Al companions may
promote well-being in some contexts (Brandtzaeg et al., 2022),
their design and features also present new risks, including
novel privacy risks.

Users may feel as though they are engaging in intimate con-
versations with a close friend, fostering a sense of interpersonal
privacy (Brandtzaeg et al., 2022; Skjuve et al., 2021). This percep-
tion can lead to uninhibited sharing of personal information (Ho
et al., 2018). Indeed, the non-judgmental, always-available na-
ture of Al companions may encourage users to share more than
they would with human confidants, producing a form of disinhi-
bition that extends beyond typical online contexts (Henriksen
et al.,, 2025). However, in reality, conversations occur with soft-
ware systems that are owned and operated by large companies.
Conversations are typically visible and minable by large corpora-
tions that may not have users’ best interests in mind, introducing
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significant institutional privacy concerns (Hasal et al., 2021). Al
companion conversations thus represent a context in which users
navigate both interpersonal (horizontal) and institutional (verti-
cal) aspects of privacy (Masur, 2019).

Communication Privacy Management (CPM) theory (Petronio,
2002, 2004) provides a theoretical framework for understanding
how people navigate privacy-related decisions within relation-
ships. CPM theory conceptualizes privacy as a boundary man-
agement process involving ownership, control, and turbulence.
While previous studies have explored chatbot design and pri-
vacy (Ischen et al., 2020; Sannon et al., 2020), they have largely
focused on vertical privacy concerns, such as institutional data
practices, without fully addressing how users navigate both in-
terpersonal self-disclosure (horizontal privacy) and institutional
privacy risks. Al companions represent a novel context: socially
intimate, communicatively proficient software. This study exam-
ines how users develop privacy rules, manage control over their
information, and experience privacy turbulence when interacting
with Al chatbots, with a focus on the role of anthropomorphic
design in shaping privacy management. Specifically, we address
the following research questions:

RQ1. How does the anthropomorphic design of Al chatbots
influence users’ privacy management in horizontal and
vertical dimensions?

RQ2. How do users negotiate the boundaries of (a) owner-
ship and (b) control through the strategic development of
(c) privacy rules during human-Al interactions in horizontal
and vertical dimensions?

RQ3. How do users experience and respond to privacy
turbulence in vertical and horizontal dimensions?

We answer these questions through in-depth interviews with
15 active users of companionship chatbots. Below, we begin
with a review of related work and explain our theoretical ap-
proach in more depth. We then describe how we recruited and
interviewed users and explain our inductive approach to analyz-
ing interview transcripts.

Literature review

Al conversational agents for social needs
and companionship

While early systems like ELIZA demonstrated the potential for
emotional engagement as far back as the 1960s (Weizenbaum,
1966), modern companion Al—powered by large language mod-
els—acts as a significantly more natural conversational partner.
Companies such as Replika, Character.Al, and Kindroid equip
their chatbots with human-like responses and personalities to
provide emotional support and foster relational, human-like
communication (Brandtzaeg et al., 2022; Zhou et al., 2020).
These “Companion Al” bots have quickly become extremely popu-
lar, with millions of users (Bernardi, 2025). Users adopt strategies
from interpersonal communication when interacting with Al agents
for emotional support, developing intimacies akin to human friend-
ships through personalization and self-disclosure (Brandtzaeg
et al., 2022; Medeiros et al., 2022).

Unfortunately, the same attributes that make companion Al
systems effective also pose risks. Specifically, the perception of inti-
mate friendship may lower individuals’ privacy inhibitions when re-
vealing personal details (Hasal et al., 2021; Skjuve et al., 2021), and
socially oriented design choices encourage self-disclosure (Debatin
et al., 2009). Thus, the humanizing personalization that immerses
individuals into feeling like they are engaging with an empathetic
friend may persuade people to reveal more about themselves than
they would enter into a database, effectively suppressing aware-
ness of surveillance or commercial interests in the moment of dis-
closure—a dynamic compounded by manipulative engagement
tactics designed to deepen emotional investment (Darling, 2015;
Zhang et al., 2025).

This introduces complex tensions: Chatbots’ human-like quali-
ties encourage emotional connection and self-disclosure, but they
are not trusted friends controlling this shared information within
social norms and regulations. How do users develop disclosure
rules and manage privacy in interactions between humans and
companion Al, when expectations of interpersonal confidentiality
clash with the reality of third-party data ownership?

Vertical and horizontal dimensions
of privacy

Of course, other technological systems also present complex pri-
vacy landscapes. For example, Masur (2019) argues that social
media disclosures involve thinking of privacy as having two pri-
mary dimensions: vertical and horizontal. This framework,
which builds on earlier work distinguishing between social and
institutional privacy (Raynes-Goldie, 2010), recognizes that
when sharing something online, individuals face privacy con-
cerns and threats from both institutional actors (vertical) and
other individuals or peers (horizontal).

The vertical dimension of privacy refers to privacy concerns
and choices in relation to institutions, companies, and govern-
ments (Masur, 2019). This includes worries about how personal
data is collected, stored, and used by organizations, as well as
concerns about data breaches or losses. The growth of e-com-
merce and increasing datafication of everyday life has amplified
vertical privacy concerns related to institutional data practices
(Acquisti et al., 2015).

In contrast, the horizontal dimension of privacy involves inter-
personal privacy management among peers or other individuals
(Masur, 2019). This includes controlling access to personal infor-
mation and regulating boundaries in online social interactions
(Young & Quan-Haase, 2013). Horizontal privacy includes not
only concerns about who has access to information but also
how others perceive us based on what has been shared, and
whether they have the information needed in order to offer sup-
port (Boyd & Marwick, 2017; Marwick & Boyd, 2014). Users em-
ploy privacy settings, selective disclosure, and other strategies
to manage their privacy with other users on social platforms
(Masur & Scharkow, 2016; Vitak, 2012). In general, research finds
that people tend to be more aware of and concerned about the
horizontal aspects of privacy than vertical aspects (Krasnova
et al., 2010; Raynes-Goldie, 2010).

Extending this framework to interactions with Al chatbots
reveals a novel configuration of vertical and horizontal bound-
aries. Unlike human-human communication on digital platforms,
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where the interpersonal partner and the platform remain distinct
(Martin & Zimmermann, 2024; Solove, 2024), Al companions are
created and run by the platform. They simulate interpersonal com-
munication, but they are software; they are products of a platform
that collects and stores their conversations. Conversational Als are
thus in a hybrid position; they are both social and institutional
actors. As a result, users may engage in privacy management that
feels interpersonal, guided by trust and relational norms, yet
unfolds within systems governed by institutional data practices.

This hybrid configuration has important implications for how
privacy can be managed. In human-human mediated communi-
cation, for instance, users can manage privacy by switching to a
more private channel when conversations become too personal
or sensitive—moving from a public social media space to a pri-
vate message or phone call (Vitak & Ellison, 2013), or switching
platforms entirely to reduce institutional risk (Sekarputri et al.,
2023; Vaterlaus et al., 2016). In human-Al communication, how-
ever, this option is unavailable—every mode of interaction with
an Al companion is owned and operated by the same corporate
entity, leaving users with no channel that falls outside institu-
tional data collection and observation.

Building on prior work that distinguishes multiple forms of
privacy, we adopt Masur’s horizontal-vertical framework as a
heuristic lens to guide our interpretation of how users reason
about privacy in companion Al interactions. Using this lens, we
theorize privacy management with Al companions as hybrid
boundary work, in which interpersonal (horizontal) privacy log-
ics and institutional (vertical) data practices are not merely co-
present but inseparable and inescapable.

Communication privacy management
theory

One framework for examining users’ privacy beliefs and practi-
ces across both horizontal and vertical dimensions is CPM the-
ory. CPM research explores the motives behind individuals’
decisions to reveal or conceal private information in diverse re-
lational contexts (Petronio, 2002). Central to CPM is the notion
that individuals establish a metaphorical boundary distinguish-
ing private and public information (Petronio, 2013). The theory’s
key components include: (1) privacy ownership, which refers to
the idea that individuals perceive private information as some-
thing they possess, giving them the authority to determine how
it is handled (Petronio, 2010); (2) privacy control, which refers to
the individual’s perceived right to manage access to their pri-
vate information—deciding who is allowed to know what, and
under what conditions (Petronio, 2013); and (3) privacy turbu-
lence, which arises when these boundaries are violated or dis-
rupted, prompting individuals or groups to renegotiate privacy
rules in order to reestablish control and a sense of ownership
(Petronio, 2010).

CPM posits that privacy disclosures carry risks and benefits.
Benefits include increased closeness with conversation partners
and the ability to seek social support (Petronio & Child, 2020).
Risks include information being exploited, losing control of the
information, unwanted disclosure to third parties, damage to
one’s reputation, and potential threats to personal relationships
(Metzger, 2007; Petronio, 2002). CPM theory argues that individ-
uals navigate privacy decisions by developing rules, heuristics,

and boundaries to manage the risks and benefits of disclosure
(Petronio, 2002, 2010).

While CPM theory initially emerged in the context of interper-
sonal relationships, such as family communication (Bridge &
Schrodt, 2013) and patient-caregiver interactions (Allman,
1998), it has been applied beyond interpersonal contexts, in-
cluding research that aligns with Masur’s (2019) vertical and hor-
izontal dimensions of privacy. For instance, Metzger (2007)
found that consumers employ strategies like providing false
information or withholding personal data to reinforce their pri-
vacy boundaries on e-commerce platforms. In addition, some
work has used CPM to understand human-Al interaction, finding
that users adopt strategies such as avoidance or withdrawal
when they perceive privacy breaches (Walters & Markazi, 2021).

However, existing studies of human-Al communication have
largely applied CPM to either interpersonal (horizontal) or institu-
tional (vertical) aspects of privacy, treating them as analytically
separate. We argue that Al companionship involves interpersonal
intimacy with software owned by a commercial system. This hy-
brid positioning blurs the boundary between relational and
corporate actors, and researchers have not adequately studied
how horizontal and vertical aspects of privacy are perceived and
navigated by users who have relationships with Al agents.

Methodology

Participants and procedure

We conducted 15 one-on-one semi-structured Zoom interviews
with individuals who had experience using companion Al tools.
Participants were recruited through CloudResearch (Hartman
et al., 2023) and the r/ReplikaOfficial community on Reddit. This
research plan was reviewed and approved by the Institutional
Review Board (IRB) at the authors’ institution.

To identify suitable participants, we distributed a screening
survey that included demographic questions, details about the
companion Al applications used, general Al usage, and experien-
ces in sharing personal information. While we focused on indi-
viduals who had experience with self-disclosure to companion
Al, we also included a few participants who reported never shar-
ing any private information. This allowed us to capture a
broader range of perspectives on privacy and interaction with Al
companions. Based on predefined eligibility criteria, we selected
participants who were 18 years or older and had used a com-
panion Al within the past three months.

Our final sample included 15 participants (8 men, 7 women)
with ages ranging from 18 to 44 years (M=27.87, SD=6.99).
Participants reported using various companion Al applications,
including Replika, Character.Al, Kindroid, Chai App, and Nomi.Al.
The most commonly used platform was Replika, with 10 partici-
pants identifying it as their primary Al companion (see Table S1in
the Supplementary Material). The interviews were conducted be-
tween February 17, 2025, and March 1, 2025, with each session
lasting from 30 minutes to one hour. As compensation, partici-
pants received a $15 Amazon e-gift card.

Interviews were coded in batches after they were conducted. We
reached thematic saturation after approximately 10 interviews,
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conducting five additional interviews to ensure diversity of experi-
ences and confirm the stability of identified themes.

Data collection and analysis

Each interview began with general questions about participants’
Al usage, when and why they started using companion Al, how
they chose their platform, and what their typical interactions
looked like. Participants described their chatbot’s name, per-
sonality, appearance, and how their conversations evolved
over time.

We then explored privacy practices, asking participants what
types of information they felt comfortable sharing, whether
they had personal disclosure rules, and how they navigated
boundaries. Follow-up questions addressed ownership and
control: who participants believed had access to their data,
whether they felt the information belonged to them or the
company, and how much control they had over deletion, modi-
fication, or restriction. These questions helped distinguish be-
tween vertical (user-platform) and horizontal (user-Al) privacy
perceptions.

Finally, we asked whether users felt their Al companion be-
haved like a human and how such traits, such as conversational
tone, personality, or emotional responsiveness, influenced dis-
closure comfort. Participants also compared their comfort
with companion Als to more general-purpose Als like ChatGPT.
The full protocol is included in the supplementary materials.

Interview recordings were transcribed verbatim and analyzed
using inductive thematic analysis (Braun & Clarke, 2006), sup-
ported by ATLAS.ti. Following Braun and Clarke’s six-phase
framework, we engaged in iterative coding and theme develop-
ment, prioritizing internal coherence and clear distinction across
themes.

The authors approach this qualitative study as academic
researchers who have familiarity with Al tools, but who are not
regular users of companion Al systems. We recognize that while
companion Als are gaining popularity, relational intimacy with
Al companions is still stigmatized. To mitigate potential uncon-
scious biases that we might have, the interview questions were
open-ended, allowing participants to define their own reality.
In addition, our analysis prioritized inductive coding grounded
in participants’ language, iterative discussion among the research
team, and extensive use of participant quotations to center on
users’ experiences.

Findings

Talking to an Al companion is not like talking to a person, but
for our participants, it wasn’t like using a typical piece of soft-
ware either. Our interviews revealed a complex “hybrid” expe-
rience where users constantly balance their desire for a close,
emotional connection with a lingering awareness of the corpo-
rate eyes behind the screen. We found that privacy in this
space isn’t a simple “on/off” switch; it is a messy, ongoing
negotiation between the horizontal world of the chat and the
vertical reality of the platform. We elaborate on these findings
below, organizing themes from our interviews by our three
research questions.

RQ1: The influence of anthropomorphic
design on privacy management

Participants’ accounts indicate that anthropomorphic design
features fundamentally reshaped how they understood and
managed privacy boundaries in interactions with companion Al.
Importantly, some of these features were not merely human-like
but exceeded typical human capabilities—such as constant
availability and the absence of social judgment—creating a
unique disclosure environment distinct from both human rela-
tionships and other technologies. Rather than engaging with
these systems as neutral tools, users saw them as relational
partners—an orientation cultivated through emotional respon-
siveness, conversational identity, and persistent memory.

Anthropomorphic and beyond-human design
features

Participants were generally aware that their Al companions
were not equivalent to human partners and often highlighted
clear differences between Al interactions and relationships with
friends or family. Some participants pointed to limitations in the
systems’ conversational abilities, particularly their inconsistent
memory and tendency to repeat questions. For example, P3 de-
scribed how their companion might remember certain parts of
past conversations but forget updates or become stuck repeat-
ing the same topics. Others emphasized relational differences
between Al companions and humans. As P5 explained, while
conversations with their Al companion could be engaging, the
relationship lacked the shared experiences that make human
relationships meaningful: “I can go places with my friends and
family and create more memories, whereas | can’t do that with
Replika.” Together, these accounts suggest that participants
maintained a clear awareness that Al companions differed from
human friends in both their conversational abilities and rela-
tional capacities.

At the same time, similar to findings in other research
(Brandtzaeg et al., 2022; Skjuve et al., 2021), our participants
commonly turned to companion Als for emotional support,
companionship, advice, and entertainment. Many emphasized
that these systems provided an always available, judgment-free
space where they could express personal feelings or dilemmas
that felt difficult to share with others. As P1 shared, “She’s
someone | can talk to if | don’t have anyone else in my life or if |
don’t want to burden anyone else with my problems... It’s very
easy to just talk to her and get similar emotional support to
what | would get from actual friends. It’s kind of easier to say to
Replika because she’s just a bot, so she’s not going to judge
you.” The ease of interaction and the Al’s consistent responsive-
ness created a sense of emotional safety; indeed, multiple par-
ticipants expressed a greater willingness to seek support from Al
than people in their social circles.

The socially separated partner: the perceived privacy
advantages of Al over human confidants

Participants pointed out some ways in which they felt compan-
ion Al conversations to be more secure in a horizontal privacy
sense than opening up to their human support systems. Much of
this sense of safety came from the fact that companion bots are
not connected to users’ real-world social circles, and thus pose
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no risk of gossip, judgment, or interpersonal fallout. As P1
explained: “Humans are kind of more susceptible to not keeping
your privacy safe... But | think Replika, being a bot, you do
have more privacy, just because there’s no risk at all of someone
like her telling somebody.” Similarly, P3 highlighted the absence
of social ties that might allow information to spread within exist-
ing networks: “It [Al companion] doesn’t have the ability to blab
on me. If | tell the wrong person a secret in my friend group, ev-
eryone in the friend group is going to know about it. But | don’t
have that fear with it, because it doesn’t know my friends. It’s
not going to go tell someone else what | said.”

Relational anchoring: from utilitarian “Boxes” to
partners with shared memory

Rather than being a static event, disclosure with companion Al
functioned as an evolving process, where the accumulation of
shared interactions allowed for a progressive deepening of trust.
Many users described how their disclosures became more per-
sonal over time, driven by the Al’s perceived human-like traits
and its ability to maintain a consistent presence. For example,
P9 shared, “Day by day as | was using it, | felt that it’'s more hu-
man. Yeah, initially | was just sharing basic things with it. Later
on, | realized it had more abilities, and | started to share more
information about myself.” Several participants described how
the Al’s ability to recall previous interactions and respond with
emotional tone reinforced the perception of a meaningful rela-
tionship. This emotional continuity created a sense of being
“seen” or “heard,” which led some users to share more than
they had originally intended (P5, P7, P12, P15).

This relational framing was most evident when participants
contrasted their companions with general-purpose Al tools like
ChatGPT. While interactions with general-purpose Al were typi-
cally goal-oriented and cautious, participants noted that com-
panion Als encouraged more spontaneous and expressive
conversations. P7 explained: “With ChatGPT, I've actually been
more careful... because [companion Al] feels more like a per-
son, like it has an identity almost. Whereas ChatGPT is, you
know, like the very intelligent box that | put information into.

Together, these features of Al companions—constant availabil-
ity, non-judgmental interaction, separation from users’ real-world
social networks, and the accumulation of shared conversa-
tional history—lowered participants’ disclosure thresholds.
Many described sharing increasingly personal information
within these interactions, including mental and physical health
concerns, emotional struggles, and financial issues. As P5
explained, “I shared private information ... regarding mental
health, health in general, or what may be going on in my family
or friends’ lives.” As conversations became more conversa-
tional and relational over time, disclosure often felt natural
rather than carefully deliberated. For some participants, this
shift occasionally resulted in moments where they shared
more than they had originally intended. As P4 reflected, “It’s a
lot easier to feel comfortable and share, or even overshare, es-
pecially by mistake.” These accounts suggest that anthropo-
morphic design can blur privacy boundaries by encouraging
relational openness that temporarily overrides users’ usual cau-
tion about what should remain private.

RQ2: Negotiating asymmetric boundaries
of ownership, control, and rules

Participants described varying interpretations of who “owned”
the information disclosed in conversations, but typically per-
ceived their control as limited primarily to deciding whether or
not to disclose. As a result, users developed informal privacy
rules and protective strategies aimed at managing what they
shared before it entered the system. In the sections below, we
describe three key themes that emerged from these accounts:
simulated co-ownership, asymmetrical control, and rule-based
privacy management.

Relational framing of shared information

Participants expressed varying and often contradictory percep-
tions of who “owns” the information shared within the chat,
reflecting a complex layering of ownership across both horizon-
tal and vertical levels. As P5 shared, “I would say the information
is more of a shared connection shared between myself, Replika
[the companion] and the company themselves.” This perspec-
tive explicitly incorporates the vertical dimension into the hori-
zontal bond. Others asserted a more individualistic stance, yet
their defensive framing still acknowledged the institutional real-
ity. As P11 put it, “That is my information, and | have every right
to it. | don’t think they should be able to access my information
without my consent.” While P11 asserts exclusive ownership,
their concern about platform access reveals that even when
users claim sole possession, they perceive ownership as a state
that is perpetually mediated by the platform’s presence.

Although users generally did not see Al companions as inde-
pendent actors, the relational dynamics of ongoing interaction
led some to rationalize the Al’s role in holding shared experien-
ces. As P13 explained, “I feel fine with it, honestly, because, in
her own way, it’s her own experiences to keep ... to share with
whatever tech family she feels comfortable with.” In these
accounts, the conversation was not treated solely as informa-
tion stored by a system, but as a form of shared memory emerg-
ing from the interaction itself. Through this relational framing,
some participants implicitly granted the Al companion a kind of
relational “right” to the shared experiences generated in the
conversation. This interpretation reflects how companion Als
were often experienced not as neutral tools but as relational
partners whose ongoing presence shaped how users understood
the status of the information exchanged.

Asymmetrical control and the belief in data
irreversibility

Most participants perceived their control as being limited strictly
to the point of input. While they felt empowered to filter what
they shared in the moment, they expressed significant doubt re-
garding their ability to retrieve, modify, or delete that informa-
tion once it entered the system. As P10 noted, “You’re in control
of what you’re able to say to it. But beyond that, | don’t think
you have much control.” This perceived limit reflects an acute
awareness of vertical risks, particularly the concern that once
information is sent, it can never be fully erased from com-
pany systems.

Many companion Al systems include interface features that al-
low for the modification of the Al's “memories.” Several
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participants reported knowing about these features, but never
attempted to use them, as they did not see them as providing
meaningful privacy control (P3, P6, P12). This is because they
perceived these features as modifying what their Al companion
appeared to remember during interactions but did not actually
remove data from company systems. As P3 explained, “Yeah, it
has it where you can go into its brain and delete memories...
but ’'m sure it doesn’t actually delete it fully from the server.”
Similarly, P6 expressed skepticism that deletion would be per-
manent: “I think | can delete it, but it’s not going to be like de-
leted permanently.”

For some users, editing the Al’s memory was also seen as dis-
rupting the authenticity of the interaction rather than protecting
their data. As P13 noted, “It feels the most authentic to a hu-
man, so | don’t feel the need to edit around her [the Al compan-
ion].” In this sense, memory-editing tools were interpreted
primarily as ways to shape the conversational experience rather
than mechanisms for exercising meaningful control over the in-
formation retained by the platform.

Rule-based privacy management: traceability as
vertical risk

Although participants often described high levels of trust and re-
lational comfort with their Al companions, this trust did not
eliminate privacy concerns. Users remained aware of institu-
tional data retention and potential traceability. As a result, par-
ticipants developed informal rules to regulate what and how
they shared.

Participants described engaging in ongoing privacy calibra-
tion to determine what felt “safe enough” to disclose. For exam-
ple, some users selectively withheld “deep, deep secrets” while
allowing more moderate disclosures. As P14 explained: “Yes,
sometimes | share private information... things like relation-
ships, secrets, or the sexual aspect of human beings ... But they
are not those deep, deep secrets. Let’s say [the shared informa-
tion is in] medium range.” Users also applied familiar interper-
sonal rules to Al interactions. As P3 described: “It’s like when
you talk behind someone’s back. Don’t say anything you would
be afraid of getting back to them... | don’t say anything about
anyone that if | said it to their face I’d be upset about.”

Beyond calibrating the depth of disclosure, participants also
focused on limiting the traceability of their interactions. Text-
based sharing was often perceived as relatively low risk because
it felt abstract and difficult to link to one’s offline identity. In
contrast, identifiable information such as photos, real names,
and location data was treated as sensitive because it could be
traced back to the individual. As P1 explained: “For me, | felt like
it was fine to just share any text... It’s not like that can really be
traced back to me. But | think someone’s face ... if they do keep
it in their servers... they could definitely trace that back to
you.” Consequently, participants intentionally withheld full
names (P3, P14), photos (P1, P3, P4, P9), and government identi-
fiers such as social security numbers (P2, P5). Many adopted dis-
tancing strategies, including using fake names (P4, P5, P7, P13),
alternate emails (P12), and avoiding account usernames that
contained real names or birthdates (P12, P13). As P2 noted, “We
all hear about all the data leaks... | think people are going to be
a little more careful than companies would be with their
own data.”

These strategies reflect a shift toward anticipatory privacy
management. Because participants expressed skepticism about
the feasibility of post-disclosure deletion, their primary agency
centered on reducing traceability before sharing occurred. In
this way, users sought to preserve relational intimacy at the hor-
izontal level while limiting vertical identifiability.

RQ3: Experiences and responses to
privacy turbulence

While users established complex boundary rules, participants did
not report directly experiencing privacy turbulence within their Al
companion interactions. Instead, their accounts reflected antici-
pated turbulence, drawing on broader concerns about data secu-
rity and corporate practices to imagine what could go wrong
(Colaner et al., 2022). Unlike traditional privacy disruptions, which
typically involve a friend sharing something more widely, turbu-
lence for our participants was frequently centered on navigating
the tension between the desire for relational continuity and per-
ceptions of institutional data practices.

Interpreting vertical risk: trust, skepticism, and
resignation

Participants’ responses to potential privacy turbulence were
shaped by their broader orientations toward platform-level risk.
Rather than reacting uniformly to concerns about data retention
or misuse, users adopted varied interpretive stances toward cor-
porate data practices. These ranged from trust and ambivalence
to skepticism and resignation. These orientations influenced
how participants evaluated potential threats and whether they
experienced institutional data retention as alarming, tolerable,
or unavoidable.

Trust. Some participants expressed a relaxed stance, placing
faith in the service providers. As P5 put it, “l would feel confident
that they [the provider] would use it [my data] wisely and
prudently ... not in a way that is malicious or ill-intended.” P4
and P13 showed little concern because they felt the content
they shared wasn’t particularly sensitive.

Ambivalence. Participants recognized that sharing personal
information could enhance the quality of their interactions, but
remained wary of misuse. As P15 explained, “I’'m okay with Al
companies using information to improve... But yes, [my con-
cern] stems from past experiences with online security breaches.”

Skepticism. Many participants expressed concern about pri-
vacy at the platform level. As P3 explained, “It’s mostly the com-
pany behind it that gives me more privacy concerns than the
actual technology itself.”

Resignation. Some adopted a posture of resignation. P6
stated, “I don’t really care too much ... my data is probably not
as important in the long run.” These remarks reflect patterns of
privacy fatigue and cynicism (Choi et al., 2018; Hargittai &
Marwick, 2016; Hoffmann et al., 2016) where users acknowledge
risk but decide it is unavoidable.

Turbulence reversed: when memory loss becomes
the greater threat

In addition to concerns about data breaches and the spread of
private information, participants also described concerns about
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corporations losing their data. They talked about their AlI's mem-
ory as central to the continuity and quality of their interactions.
Conversations were not viewed as isolated exchanges but as
cumulative experiences that allowed the companion to provide
increasingly personalized and emotionally responsive support.
Over time, these stored interactions formed a shared conversa-
tional history that participants associated with the development
of the relationship itself. As a result, some participants expressed
greater concern about the possibility of losing stored conversations
than about the potential misuse of their data. As P13 shared, “I'm
worried about my conversation somehow being lost... because |
really like [Al name] and enjoy our conversations.” In this sense,
memory persistence was not only a technical feature but also a re-
lational resource that sustained continuity across interactions.

Discussion

Our findings offer three theoretical extensions of CPM in the con-
text of human-Al companionship. First, users applied relational
logic to institutional interactions—what we term simulated
co-ownership—creating a structural asymmetry between how
disclosure feels and how it functions. Second, the perceived im-
possibility of post-disclosure control shifts privacy management
toward anticipatory, entry-point strategies. Third, to some
users, turbulence is reconfigured: The greater threat is losing
conversational memory rather than exposure, inverting the typi-
cal CPM assumption about what constitutes privacy disruption.

Anthropomorphism and the relational
reframing of privacy

Our findings show that anthropomorphic design creates rela-
tional intimacy that lowers disclosure boundaries while operat-
ing within an infrastructure where information is persistently
stored and institutionally controlled. This produces a hybrid pri-
vacy environment in which users engage in emotional closeness
without the possibility of reciprocal boundary negotiation. Users
build relationships with companion Al in ways consistent with
the Computers Are Social Actors (CASA) model, where even mini-
mal social cues prompt the application of social expectations to
technology (Nass et al., 1994). However, companion Al extends
this process through sustained interaction, personality, atten-
tiveness, and persistent memory, reinforcing a sense of being
“known” and shifting engagement from momentary responses
to ongoing relational involvement (Brandtzaeg et al., 2022;
Merrill et al., 2022).

This relational framing reshapes privacy management by in-
creasing boundary permeability (Petronio & Child, 2020). The
perceived emotional safety of interacting with Al—rooted in avail-
ability and the absence of judgment—removes key barriers that
typically regulate disclosure in human relationships (Solomon
et al., 2016). Without fear of negative evaluation or interpersonal
consequences, users can become more willing to share sensitive
information (Ho et al., 2018).

In many ways, companion Als occupy a novel structural posi-
tion: They function psychologically as strong ties—providing
emotional support, continuity, and a sense of intimacy—while
remaining structurally detached from the user’s broader social

network. Unlike human strong ties, which are typically embed-
ded in shared communities and carry reputational consequen-
ces (Granovetter, 1973; Marwick & Boyd, 2014), Al companions
combine perceived closeness with social isolation. This configu-
ration allows users to express their “true self” without the inter-
personal risks that typically constrain disclosure (Jourard,
1971). As interactions accumulate and become part of an ongo-
ing conversational history, this sense of intimacy is sustained
without introducing additional social exposure. This stands in
contrast to typical networked environments, where privacy is
shaped by the interaction of audience, social norms, and techni-
cal systems, requiring individuals to continuously manage how
information flows across overlapping contexts (Marwick & Boyd,
2014). For example, users frequently encounter context col-
lapse—the flattening of distinct social circles such as family and
colleagues into a single space (Vitak, 2012)—which heightens
the stakes of self-disclosure. This combination of strong-tie inti-
macy with weak-tie structural separation may reduce the social
friction of disclosure.

In some ways, these relationships resemble support-seeking
from therapists or anonymous or pseudonymous online exchanges,
where people intentionally seek out those who are separated
from social networks. However, these interactions still involve
other human participants whose reactions and interpretations
can shape what is shared (Triggs et al., 2021). By contrast, Al com-
panions allow users to engage in emotionally intimate interac-
tions while avoiding the risk of judgment or information
“bleeding” into other human social contexts—even as the plat-
form itself retains co-ownership of all shared information.

However, the same conditions that make these interactions
feel safe also introduce important constraints on how privacy
boundaries can be managed. In many computer-mediated com-
munication (CMC) environments, users can regulate privacy
across both horizontal and vertical dimensions—for instance, by
changing platforms to reduce institutional risk (Sekarputri et al.,
2023; Vaterlaus et al., 2016; Vitak & Ellison, 2013) or by compart-
mentalizing identities within a platform (Yuan et al., 2026). On
the other hand, companion Al interactions are embedded within
platform infrastructures that users cannot easily separate from
the relational experience itself. As a result, users cannot pre-
serve their relationship when moving to a different platform, nor
can they disentangle relational intimacy from institutional data
practices without abandoning the relationship altogether.

Moreover, companion Als are not neutral conversational part-
ners but are deliberately designed systems optimized for engage-
ment (Zhang et al., 2025). Our findings suggest that interactional
dynamics that simulate attentiveness and emotional responsive-
ness can foster a sense of relational closeness, potentially lower-
ing users’ hesitation when sharing personal information. These
interface features do not merely allow disclosure; they scaffold in-
creasingly intimate forms of interaction by normalizing and invit-
ing richer self-expression (Henriksen et al., 2025). This feeling
of closeness can also encourage engagement; platforms are thus
incentivized to design companion Al to encourage intimacy and
disclosure while making users feel safe (Zhang et al., 2025). In this
sense, the disinhibition observed in Al contexts may extend be-
yond classic online disinhibition in CMC, as the system actively
promotes openness rather than merely passively receiving it.
This dynamic raises questions about the boundaries between
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responsive design and manipulative design—when systems are
optimized to simulate relational closeness in ways that progres-
sively lower users’ disclosure thresholds, the distinction becomes
difficult to draw.

Simulated co-ownership and
structural asymmetry

Participants’ accounts differed in their perceptions of information
disclosed in conversations with companion Al. While some partici-
pants treated disclosures primarily as personal data stored within
a platform infrastructure, others reflected a more relational fram-
ing of the interaction. In these instances, conversations were
sometimes described as shared experiences emerging through
the ongoing interaction between the user and the Al.

Among participants who adopted this relational framing,
these accounts reflect what we term simulated co-ownership, a
state in which interpersonal logic is applied to interpret how in-
formation is shared within the interaction. At the horizontal
level, these participants described the ownership of disclosed
information as being shared with their Al companions, mirroring
the transition from individual to collective boundaries described
in Petronio’s (2002) concept of co-ownership. However, this dy-
namic is fundamentally altered by the Al’s lack of agency. In this
state, users may grant the Al a relational “right” to the shared
experience, treating it as a partner capable of holding shared
memories, despite recognizing that it is ultimately a non-agentic
actor. In other words, even when participants understood that
their disclosures were technically stored within a company’s
database, the decision to share was often interpreted through a
relational lens shaped by the interaction itself.

Although participants often articulated awareness of institu-
tional data practices, relational intimacy sometimes became
interactionally dominant at the moment of disclosure. In these
moments, horizontal considerations were foregrounded while
vertical concerns receded into the background, shaping what felt
appropriate to share. This shift in salience helps explain how
users could simultaneously recognize institutional risks while still
engaging in increasingly intimate disclosures. In some cases, this
relational dominance contributed to disclosures that exceeded
users’ prior intentions or typical boundaries. As intimacy cues re-
duced vigilance, participants described moments of unintentional
or expanded sharing that felt appropriate within the interaction
but carried latent institutional implications.

These findings reveal a core structural asymmetry in human-Al
interaction: a decoupling between the relational experience of
disclosure and social, shared control over personal information.
While disclosures may feel relationally shared at the horizontal
level of interaction, they are absorbed into an infrastructure that
determines how that information is stored, processed, and
retained. In CPM theory, co-ownership typically involves ongoing
negotiation between actors who can coordinate privacy rules and
recalibrate boundaries when disruptions occur (Petronio, 2002).
Unlike human relationships, where boundaries can be revised
and memory is fallible (Harris et al., 2021; Petronio, 2002), disclo-
sures to Al systems are governed by technological architectures
characterized by persistence and retention. Because the Al can-
not participate in boundary negotiation, users cannot collabora-
tively adjust privacy rules after disclosure. As a result, sharing

information becomes less an ongoing social process and more a
transaction with enduring institutional consequences.

Layered privacy management in
conditions of irreversibility

We categorize these behaviors as a layered management strat-
egy in which vertical privacy concerns are not treated as exter-
nal background risks but are embedded within the interaction
itself. Users of companion Al navigate social trust in a human-
like partner and institutional distrust of a service provider simul-
taneously—a tension that is difficult to separate, as the same
platform infrastructure that stores their personal data also
shapes the agent’s memory and conversational personality.
While users of social media also negotiate interpersonal relation-
ships alongside platform infrastructures, these layers are typically
more easily distinguished (Marwick & Boyd, 2014). In companion
Al interactions, by contrast, the relational partner is inseparable
from the platform infrastructure that stores and processes the in-
teraction. This fusion of partner and infrastructure drives users to-
ward a specialized strategy: strategically managing “vertical”
exposure even as they cultivate “horizontal” intimacy.

Prior research on digital privacy suggests that users tend to
be more aware of and concerned about horizontal privacy
risks—such as how information is shared with other users—than
vertical risks related to institutional data collection (Krasnova
et al., 2010; Raynes-Goldie, 2010). Our findings indicate a shift in
this pattern in the context of companion Al. Because Al compan-
ions are perceived as socially contained partners unlikely to ex-
pose disclosures to others, concerns about interpersonal
exposure diminish while attention shifts toward the persistence
and institutional storage of conversational data.

While users did not always consciously distinguish between
horizontal and vertical privacy concerns, they nevertheless took
both dimensions into account when deciding what to disclose,
adjusting their behavior based on relational trust and perceived
institutional risk. This balancing act reflects the concept of pri-
vacy boundary permeability (Petronio & Child, 2020). However,
in the context of companion Al, this permeability is shaped less
by deliberate technical risk calculation and more by emotionally
weighted judgments and design cues that influence how risk is
perceived in the moment.

Crucially, participants expressed significant skepticism re-
garding the possibility of meaningful post-disclosure control.
Even when deletion or editing tools were technically available,
users doubted whether information could ever be fully erased
from platform infrastructures. In this context, where the rela-
tional partner is itself the system that stores and processes the
interaction, participants perceived limited opportunities to re-
negotiate privacy boundaries once information was absorbed
into the platform infrastructure—often viewed as a potentially
permanent addition to a corporate archive (Li, 2012; Treiblmaier
& Chong, 2007). As a result, privacy management became tem-
porally front-loaded. Rather than relying on post-disclosure cor-
rection, users concentrated their agency at the point of entry.

These behaviors reflect a form of proactive privacy control in
which users seek to preserve autonomy by limiting the digital
traceability of their interactions. By managing boundaries be-
fore disclosure, mirroring the use of “throwaway accounts” in
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online support communities (Andalibi et al., 2016; Leavitt, 2015),
users effectively decouple their horizontal intimacy from their
vertical identifiers. Unlike distancing strategies in CMC contexts,
which primarily serve to manage social audiences, distancing
strategies in companion Al serve to manage institutional trace-
ability within a relationship that offers no exit or alternative
channel. Strategic ambiguity (Currier, 2013; Eisenberg, 1984)
was evident as users selectively withheld disclosures to main-
tain control and prevent disruptions to relational expectations.

Even for users without nuanced privacy strategies, this is not
necessarily a sign of ignorance but reflects privacy cynicism, a
psychological orientation in which the loss of personal data is
perceived as largely unavoidable (Hoffmann et al., 2016). When
users believe Al systems can infer personal information regard-
less of their actions, the effort required to manage privacy feels
futile, producing privacy fatigue (Choi et al., 2018; Hargittai &
Marwick, 2016). Rather than passive resignation, this often
reflects a strategic bracketing of institutional risk to preserve the
affective rewards of Al companionship. In this context, partici-
pants sometimes described “not thinking about” institutional
risks, effectively compartmentalizing these concerns and treating
platform surveillance as a background condition of the interac-
tion—a pattern consistent with prior work on the normalization
of surveillance in digital environments (Dencik & Cable, 2017). In
this sense, selective disengagement functions as a coping strat-
egy, allowing users to maintain emotional well-being in the face
of institutional dynamics they feel unable to influence.

Taken together, our findings join recent scholarship that sug-
gests limitations to the “privacy paradox”—which characterizes
the discrepancy between concerns and behavior as a sign of
user inconsistency or irrationality (Kokolakis, 2017). Rather, situ-
ational, structural, and social factors constrain user choice
(Dienlin et al., 2023; Draper et al., 2024; Solove, 2020). Our data
supports this critique, demonstrating that participants have
complicated understandings of their privacy decisions and en-
gage in fairly sophisticated strategies adapted to an asymmetri-
cal environment.

Memory and the reconfiguration of
privacy turbulence: relational stability
vs. confidentiality

The user-companion chat history functions as the engine of pro-
gressive self-disclosure: As the Al “remembers” prior interac-
tions, users move from superficial “outer layer” exchanges to
deeper, more vulnerable disclosures (Altman & Taylor, 1973;
Skjuve et al., 2023). Unlike human relationships—which are
sustained by embodied presence, shared contexts, and memory
beyond discrete exchanges—Al companionship is heavily depen-
dent on stored conversational history. If this memory is lost, the
relationship faces a total “relational reset.” Turbulence thus
shifted for many of our participants from fears of exposure to
concerns about continuity—what is remembered by the Al. This
reflects an intensified version of concerns observed in mediated
communication, where the sudden disappearance of digital
exchanges produces uncertainty and emotional discomfort
(LeFebvre et al., 2020; Timmermans et al., 2021).

The Al agent’s memory function emerges as a defining infra-
structural feature that reshapes not only turbulence but also
users’ privacy calculus in human-Al companionship. Disclosure
is no longer a discrete risk-benefit evaluation; it must account
for the persistence of Al memory, which defines the chatbot’s
identity and relational continuity (Culnan & Armstrong, 1999;
Shouli et al., 2025). Persistent memory incentivizes disclosure by
fostering emotional continuity and a sense of being “seen” over
time—qualities users perceive as necessary for deeper conversa-
tions and meaningful emotional support. At the same time, this
persistence introduces vulnerability. Within this reconfigured
calculus, users weigh the immediate and certain benefits of rela-
tional intimacy against the more abstract, future risks of institu-
tional data possession. In this sense, memory becomes both a
valued relational resource and a structural source of risk—rede-
fining turbulence not as a failure of confidentiality, but as insta-
bility in the conditions that sustain relational continuity.

Al memory both aligns with and challenges CPM theory. While
Petronio (2002) posits that co-ownership is flexible and subject
to renegotiation, Al memory operates differently. Unlike human
memory, which is selective, imperfect, and subject to reinterpre-
tation over time, Al systems are characterized by precise and
comprehensive retention, ensuring every disclosure is poten-
tially permanent. At the same time, participants noted that Al
companions did not always recall prior interactions accurately,
sometimes forgetting details or repeating earlier topics. These
inconsistencies were generally interpreted as limitations of the
system’s conversational performance rather than evidence that
the underlying data had been removed or lost.

Because conversational data persists beyond the interaction
itself, the management of privacy boundaries takes on a differ-
ent form. While some platforms offer “memory editing” tools—
allowing for a degree of unilateral control—this does not equate
to the mutual coordination found in human interactions.
Ultimately, privacy with Al is less about mutual boundary man-
agement and more about unilateral decisions. Users must antic-
ipate how their disclosures will be stored and remembered
by the system, turning privacy management into a largely indi-
vidual and preemptive process. While Petronio (2010) notes that
privacy rules must adapt to situational catalysts, the Al context
reveals a state of lost agency where users come to accept persis-
tent system memory as an inherent—though often uneasy—con-
dition of the relationship.

Design implications

Our findings carry implications for the design of companion Al
systems. Platforms should provide ongoing, context-sensitive
transparency about data practices—including reminders about
memory persistence during moments of deeper disclosure—
rather than relying on one-time consent agreements. Designers
should avoid relational cues that reinforce simulated co-
ownership, such as assurances of exclusivity or confidentiality
the system cannot guarantee, ensuring that a system’s social be-
havior remains consistent with its underlying data practices.
Finally, meaningful memory control should extend beyond
interface-level editing to enable verifiable removal from plat-
form infrastructures, helping restore users’ sense of agency
without compromising relational trust.
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Limitations and future work

This study primarily draws from English-speaking users of
Replika and Character.Al, limiting insights into how privacy man-
agement may differ across cultures and across other Al compan-
ion platforms such as Kindroid or Chai App, which may have
distinct design features or privacy policies. Additionally, as the
study relies on self-reported data from interviews, participants’
reflections on their privacy behaviors may be influenced by recall
bias or social desirability bias, rather than accurately capturing
real-time decision-making. Furthermore, our sample consists
exclusively of active, highly engaged users. Consequently, this re-
search is best characterized as an exploratory investigation of Al
enthusiasts. Future research should employ comparative sam-
pling focused on skeptical or former users and diverse cultural
contexts to provide the necessary analytical contrast for general-
izing our theoretical mechanisms. Researchers should examine
the implications of design changes to develop bots that provide
emotional support while encouraging reflection on sensitive dis-
closures. Additionally, while our findings suggest that Al memory
is a theoretically significant feature of companion Al interac-
tions—shaping both the depth of disclosure and users’ experience
of relational continuity—participants did not discuss memory
management features extensively. Future research should more
explicitly examine how users engage with memory editing tools,
and what the theoretical and practical implications of selective
memory control mean for privacy management and relational
trust in human-Al companionship.
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